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Multifactor authentication (MFA) is a method of computer access control which a user can pass by
successfully presenting several separate authentication stages
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Factors
Knowledge factors
Knowledge factors are the most commonly used form of authentication. In this form, the user is required to prove
knowledge of a secret in order to authenticate, for example a password.
A password is a secret word or string of characters that is used for user authentication. This is the most commonly
used mechanism of authentication. Many multifactor authentication techniques rely on password as one factor of
authentication.[1]
A personal identification number (PIN) is a secret numeric password and is typically used in ATMs. Credit and
ATM cards do not contain the PIN or CVV on the magnetic stripe.[2]
Secret questions such as "Where were you born?", are also a knowledge factor.

Possession factors
Possession factors ("something only the user has") have been used for authentication for centuries, in the form of a
key to a lock. The basic principle is that the key embodies a secret which is shared between the lock and the key,
and the same principle underlies possession factor authentication in computer systems.
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Several methods are used as possession factors:
Disconnected tokens
Disconnected tokens have no connections to the client computer. They
typically use a builtin screen to display the generated authentication data,
which is manually typed in by the user.[3]
Connected tokens
Connected tokens are devices that are physically connected to the
computer to be used, and transmit data automatically.[4] There are a
number of different types, including card readers, wireless tags and USB
tokens.[4]

RSA SecurID token, an example of a
disconnected token generator.

Inherence factors
These are factors associated with the user, and are usually biometric methods, including fingerprint readers, retina
scanners or voice recognition.[5]

Regulation
Details for authentication in the USA are defined with the Homeland Security Presidential Directive 12 (HSPD
12).[6]
Existing authentication methodologies involve the explained three types of basic "factors". Authentication methods
that depend on more than one factor are more difficult to compromise than singlefactor methods.[7]
IT regulatory standards for access to Federal Government systems require the use of multifactor authentication to
access sensitive IT resources, for example when logging on to network devices to perform administrative tasks[8]
and when accessing any computer using a privileged login.[9]

Guidance
NIST Special Publication 800632 discusses various forms of twofactor authentication and provides guidance on
using them in business processes requiring different levels of assurance.[10]
In 2005, the United States' Federal Financial Institutions Examination Council issued guidance for financial
institutions recommending financial institutions conduct riskbased assessments, evaluate customer awareness
programs, and develop security measures to reliably authenticate customers remotely accessing online financial
services, officially recommending the use of authentication methods that depend on more than one factor
(specifically, what a user knows, has, and is) to determine the user's identity.[7] In response to the publication,
numerous authentication vendors began improperly promoting challengequestions, secret images, and other
knowledgebased methods as "multifactor" authentication. Due to the resulting confusion and widespread adoption
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of such methods, on August 15, 2006, the FFIEC published supplemental guidelines—which states that by
definition, a "true" multifactor authentication system must use distinct instances of the three factors of authentication
it had defined, and not just use multiple instances of a single factor.[11]

Security
According to proponents, multifactor authentication could drastically reduce the incidence of online identity theft,
and other online fraud, because the victim's password would no longer be enough to give a thief permanent access
to their information. However, many multifactor authentication approaches remain vulnerable to phishing,[12] man
inthebrowser, and maninthemiddle attacks.[13]

Implementation considerations
Many multifactor authentication products require users to deploy client software to make multifactor
authentication systems work. Some vendors have created separate installation packages for network login, Web
access credentials and VPN connection credentials. For such products, there may be four or five different software
packages to push down to the client PC in order to make use of the token or smart card. This translates to four or
five packages on which version control has to be performed, and four or five packages to check for conflicts with
business applications. If access can be operated using web pages, it is possible to limit the overheads outlined
above to a single application. With other multifactor authentication solutions, such as "virtual" tokens and some
hardware token products, no software must be installed by end users.
Multifactor authentication is not standardized. There are various implementations of it. Therefore, interoperability is
an issue. There exist many processes and facets to consider in choosing, developing, testing, implementing and
maintaining an endtoend secure identity management system, inclusive of all relevant authentication mechanisms
and their technologies: this context is considered the "Identity Lifecycle".[14]
There are drawbacks to multifactor authentication that are keeping many approaches from becoming widespread.
Some consumers have difficulty keeping track of a hardware token or USB plug. Many consumers do not have the
technical skills needed to install a clientside software certificate by themselves. Generally, multifactor solutions
require additional investment for implementation and costs for maintenance. Most hardware tokenbased systems
are proprietary and some vendors even charge an annual fee per user. Deployment of hardware tokens is
logistically challenging. Hardware tokens may get damaged or lost and issuance of tokens in large industries such as
banking or even within large enterprises needs to be managed. In addition to deployment costs, multifactor
authentication often carries significant additional support costs. A 2008 survey
(http://www.cujournal.com/issues/12_15/1000941.html) of over 120 U.S. credit unions by the Credit Union
Journal reported on the support costs associated with twofactor authentication. In their report, software
certificates and software toolbar approaches were reported to have the highest support costs.

Examples
Several popular web services employ multifactor authentication, usually as an optional feature that is deactivated
by default.[15]

See also
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Identity management
Mutual authentication
Reliance authentication
Strong authentication
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